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BEHAVIOUR ANALYSIS
SYSTEM STARTUP PROCESS

-> EXCEL.EXE (PID: 2404, CMD: "C:\Program Files\Microsoft Office\Root\Office16\EXCEL.EXE" /automation -Embedding, MD5: 9A625295E52E2F220209FEEEBCEEQC46)

-> splwow64.exe (PID: 4888, CMD: C:\Windows\splwow64.exe 12288, MD5: 7FE20527607797A8DADE19838B8B1573)

URL ANALYSIS
FOUND URLS IN SOURCE

https: It ver.in i ver iscover.xml




@Source : excel.exe_Rules.xml.1.dr

https: i ver.com.b i ver/Autodiscover.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver.es/ i ver/ i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver.uk/Autodi ver i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https://autodiscover.xyz/Autodiscover/Autodiscover.xml
@Source : excel.exe_Rules.xml.1.dr

https://autodiscover.sg/Autodiscover/Autodiscover.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver.com.b i ver i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver.in/Autodi: ver i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver.com/ i ver/ i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver.it) i ver/Autodiscover.xml
@Source : excel.exe_Rules.xml.1.dr

http://www.dylboiler.co.kr i er/files/boad/4 .php
@Source : activeX1.bin

https: i ver.xyz/autodi ver/ i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver li i ver/ i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver.com.cn/Al cover/Autodiscover.xml

@Source : excel.exe_Rules.xml.1.dr

https: i ver.com/A iscover/Autodiscover.xml
@Source : excel.exe_Rules.xml.1.dr

https: iscover.it i ver iscover.xml
@Source : excel.exe_Rules.xml.1.dr

https: iscover.fr i ver/A iscover.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver line/A i ver i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https: i ver.es/A i ver i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https://autodiscover.com.c di ver iscover.xml
@Source : excel.exe_Rules.xml.1.dr

https: discover.fr i ver iscover.xml
@Source : excel.exe_Rules.xml.1.dr

https: discover.uk/ i ver/ i ver.xml
@Source : excel.exe_Rules.xml.1.dr

https://autodiscover.sg, iscover/ discover.xml

@Source : excel.exe_Rules.xml.1.dr

IP ANALYSIS

IP FOUND IN SOURCE

192.168.56.1
@Source : C:\Program Files\Microsoft Office\root\Office16\EXCEL.EXE

DOMAINS ANALYSIS

DOMAIN FOUND IN SOURCE

Not Found

BEHAVIOUR

FOUND INLINED NOP INSTRUCTIONS (LIKELY SHELL OR OBFUSCATED CODE)

Filetype : Microsoft Excel 2007+
Entropy : 7.961208356093016

Trid :
@arraytag : def

Def : ['Excel Microsoft Office Open XML Format document (40004/1) 83.33%"', 'ZIP compressed archi ve (8000/1) 16.67%']

Filename : YEKk7T2avj.xlsx

Submissionpath : C:\Users\user\desktop\

Filesize : 126305

Md5 : 5f97c5ea28c0401abc093069a50aalf8

Shal : 15053a986dc12c9f353f4940d7d918871d337aed

Sha256 : 14c58e3894258c54e12d52d0fbalaafa258222ce9223alfdc8a946fd169d8al2
Sha512 : 94f5d406e822a9b9ff330d8046e56a8f76a24ba6745fd90e67458c7dea94363fe0900c1db5db87d1ee9dd15ddfc 8549d990cf791597ec57ebc59a200ffc3eldc3

Ssdeep : 3072:C5IW1fxM3zZcv/Bx05ieYvKrUUpUZqf6NhoaMgmzrEh:Cyq3eXBx05i5KrlogiToaM1E

Tish : 17C31224993D316ECDEO8CBE236245D2D30475D176C2B89E2642FFODOAD59DE3EA71D9

Preview : PK

...[Content_Types].xml ...(

Ole :
@doctype : OpenXML
@olefiles : 0
@arraytag : olefile
Signature :
Archive



