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BEHAVIOUR	ANALYSIS
SYSTEM	STARTUP	PROCESS
					->	EXCEL.EXE	(PID:	2404,	CMD:	"C:\Program	Files\Microsoft	Office\Root\Office16\EXCEL.EXE"	/automation	-Embedding,	MD5:	9A625295E52E2F220209FEEEBCEE0C46)

									->	splwow64.exe	(PID:	4888,	CMD:	C:\Windows\splwow64.exe	12288,	MD5:	7FE20527607797A8DADE19838B8B1573)

URL	ANALYSIS
FOUND	URLS	IN	SOURCE
https://autodiscover.in/autodiscover/autodiscover.xml



				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.com.br/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.es/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.uk/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.xyz/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.sg/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.com.br/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.in/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.com/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.it/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

http://www.dylboiler.co.kr/admincenter/files/boad/4/manager.php
				@Source	:	activeX1.bin

https://autodiscover.xyz/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.online/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.com.cn/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.com/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.it/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.fr/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.online/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.es/Autodiscover/Autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.com.cn/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.fr/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.uk/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

https://autodiscover.sg/autodiscover/autodiscover.xml
				@Source	:	excel.exe_Rules.xml.1.dr

IP	ANALYSIS
IP	FOUND	IN	SOURCE
192.168.56.1
				@Source	:	C:\Program	Files\Microsoft	Office\root\Office16\EXCEL.EXE

DOMAINS	ANALYSIS
DOMAIN	FOUND	IN	SOURCE
Not	Found

BEHAVIOUR
FOUND	INLINED	NOP	INSTRUCTIONS	(LIKELY	SHELL	OR	OBFUSCATED	CODE)
Filetype	:	Microsoft	Excel	2007+	
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