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Analysis Report 8YQymO0faQ4.cmd

Sample Name: 8YQymO0faQ4.cmd

Filesize: 101617

MD5: d93a5554b0cb981e9a8eb7f297c1f5c6

SHA1: cd084bc4d30fd9065707831f0af405d28645c3b6

SHA256: 9fcal9c2b9971c7010ed0cc99d8f9ca5fd37775927c0721ae51e13c892a58266
AIML: 0 (UNKNOWN)
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BEHAVIOUR ANALYSIS
SYSTEM STARTUP PROCESS

-> cmd.exe (PID: 3308, CMD: C:\Windows\system32\cmd.exe /c ""C:\Users\user\Desktop\8YQymO0faQ4.cmd" ", MD5: 9D59442313565C2E0860B88BF32B2277)

-> conhost.exe (PID: 5060, CMD: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l, MD5: CSE9B1D1103EDCEA2E408E9497A5A88F)
-> cmd.exe (PID: 1400, CMD: C:\Windows\system32\cmd.exe /K "C:\Users\user\Desktop\8YQymO0faQ4.cmd" , MD5: 9D59442313565C2E0860B88BF32B2277)




URL ANALYSIS

FOUND URLS IN SOURCE

Not Found

IP ANALYSIS

IP FOUND IN SOURCE

Not Found

DOMAINS ANALYSIS

DOMAIN FOUND IN SOURCE

Not Found

BEHAVIOUR

FOUND INLINED NOP INSTRUCTIONS (LIKELY SHELL OR OBFUSCATED CODE)

Filetype : DOS batch file, ASCII text, with very long lines (65234), with CRLF line terminators
Entropy : 6.019913823840677

Trid :
@arraytag : def

Filename : 8YQymO0faQ4.cmd

Submissionpath : C:\Users\user\desktop\

Filesize : 101617

Md5 : d93a5554b0cb981e9a8eb7f297c1f5c6

Shal : cd084bc4d30fd9065707831f0af405d28645c3b6

Sha256 : 9fcal9c2b9971c7010ed0cc99d8f9ca5fd37775927c0721ae51e13c892a58266

Sha512 : 8c68162ab5811ed42c3f6c23baac8lefad77cc8763f854324e2142ch6e2ec0b2be6cf7735f8bc013c9cddefde2 ccaf2309e15c758albcdc3a532d8df996af95e
Ssdeep : 1536:8E59i0qjx40hT1RvqUnwsNgG79FSTvUGCLiMM748pkHilGvpw3EmFWeBHyq:cFCZ3qUnpp9FS4jiTIkHVGvpG 5FVEq

Tish : 92A3F1B9F4D039E8C52C6C0A17961F6903706665C086FDEB4CI8D88E2299B935DF3CF9

Preview : @echo off..set "sSxFXf=sscPaNet scPaNFscPaNGscPaNVm=scPaN1lscPaN scPaN&&scPaN stscPaNascPaN rtscPaN scPaN"scPaN" scPaN/miscPaNn scPaN"..set "RXDoGX=&&scPaN exscPaNitscPaN"..set "DBJf
yx=nscPaNoscPaNt dscPaNefscPaNiscPaNnescPaNd scPaNFscPaNGVmscPaN..if %DBJfy



