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Analysis Report aKixldZir2.apk

Sample Name: aKixIdZir2.apk
Filesize: 554091
MD5: fccaaeOead4e6al8195ea22ee36526556
SUSp/C/O SHA1: 74e064d18561b63a9439aa7faleef13d70ef6d54
N SHA256: 5ffaf48aabcObc2efd6671ac8872f287e46f2287160f4249a26dc1c5021c7e58
AIML: 0 (UNKNOWN)
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BEHAVIOUR ANALYSIS
SYSTEM STARTUP PROCESS

-> OpenWith.exe (PID: 4064, CMD: C:\Windows\system32\OpenWith.exe -Embedding, MD5: 5D37A62943F1071FFFFELDE74B8F2778)




URL ANALYSIS

FOUND URLS IN SOURCE

http://schemas.android.com/apk/res/android
@Source : HS.xml

https://android.g I ce.com/toolchain/llvm-project
@Source : libZZplyOlaR.so

IP ANALYSIS

IP FOUND IN SOURCE

Not Found

DOMAINS ANALYSIS

DOMAIN FOUND IN SOURCE

Not Found

BEHAVIOUR

FOUND INLINED NOP INSTRUCTIONS (LIKELY SHELL OR OBFUSCATED CODE)

Filetype : Zip archive data, at least v0.0 to extract, compression method=deflate
Entropy : 7.99041717601121
Trid :
@arraytag : def
Def : ['Android Package (27504/1) 56.12%!', 'Java Archive (13504/1) 27.55%', 'ZIP compressed arch ive (8000/1) 16.32%']
Filename : aKixldZir2.apk
Submissionpath : C:\Users\user\desktop\
Filesize : 554091
Md5 : fccaaeOeade6al8195ea22ee36526556
Shal : 74e064d18561b63a9439aa7faleefl3d70ef6d54
Sha256 : 5ffaf48aa6cObc2efd6671ac8872f287e46f2287160f4249a26dc1c5021c7e58
Sha512 : ad91dbdf54f1f7afb8c30f2e229e89c058c4f0d2deaa2259414aecc4647edd5daa5cf45817ac142923959fb10b 7aad2eaff425e48ef9006eed62e628a790e74c
Ssdeep : 12288:PyVzzedIGnyG8IFGReBo2c5vDbhkKS62K++7:PUKdvD8ILBXKIL
Tish : 26C423EB4FAD1DODD5B9D6F148D3EBOB6364DC8A49BCOF1522A362452708A1DCB278BC
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